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Abstract: Aiming at the security problems of CAKA protocol proposed in reference [11], which can not au-
thenticate each othery’s identity and will be threatened by replacement public key attack easily, this paper
presents an improved protocol. The protocol improves the three steps in the original protocol, so that users on
both sides of the protocol must use all their private keys in the process of executing the protocol, and add their
identity information to the messages sent by both sides of the protocol. Experiments show that the improved
protocol can not only overcome the security problem in the original protocol, but also improve the computa-
tional efficiency. Therefore, the improved protocol proposed in this paper has a good reference value for the
key agreement protocol based on certificateless public key system, and can also provide a good reference for the
analysis and design of similar cross domain key agreement protocols.
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