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Password matching method based on automata theory

JIANG Kexin, ZHAO Yahui®, CUI Rongyi
( College of Engineering s Yanbian University s Yanji 133002, China )

Abstract: For users to log in safely, a password matching model based on automata was proposed. Firstly, we
perform homomorphic mapping encryption for any entered password; Then, we construct an automaton that
accepts encrypted passwords, namely variable number of states automata (VNS-DFA), the automat a can not
only match the encrypted password, but also can output the homomorphic image of the encrypted password
and the number of successful matches. Finally, the experiments on the automata with variable number of
states show that the user’s password can be accepted by the automata after homomorphic mapping, and the
time complexity of the automata is better than that of the traditional DFA and the DFA which was improved.
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