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The design of Android application security protection
scheme based on the single block hash fuction

WU Han. LI Yongzhen”
( Network & Information Security Lab. s Dept. of Com puter Science & Technology
College of Engineering ,» Yanbian University, Yanji 133002, China )

Abstract: According to the security protection mechanism of Android mobile phone, a protection scheme based
on single block hash function and digital signature mechanism is proposed. The first hash file generator will be
the key security resource files saved to the file security value through the program., to ensure the safety of the
file has not been tampered and then use the digital signature mechanism, and finally by the key resource pro-
tection mechanism to ensure the integrity of key resource files, including error correction of key resources has
been tampered with. The experimental results show that the proposed scheme can not only prevent the An-
droid application from being tampered with, but also increase the difficulty of reverse attack.
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