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Stream cipher algorithm based on Hash chain
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Abstract: We proposed a new stream cipher in this article to apply in the wireless mobile communications., new
stream cipher implemented by Single-Block hash function based on Hash chain method. In this new algorithm,
the Single-Block hash function processes loop operation adopted Hash chain method firstly, then links the out-
put of each operation into the Stream Cipher key sequence, finally cipher text is obtained by bit XOR operation
of plaintext and key sequence. After the realization of SC-SBH, we have tested its randomness and security,
and have made comparison with SC-MD5 and SC-SHA in efficiency. The experimental results showed that the
SC-SBH algorithm not only can ensure safety, but also have high efficiency relative to SC-MD5 and SC-SHA.
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