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Improvement of the AES encryption algorithm and
its application in CCMP protocol
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Abstract: In view of the Advanced Encryption Standard (AES) algorithm is hard to realize in the CCMP of
IEEE802. 11i because of its higher hardware requirements, based on this problem author optimize and improve
the algorithm. Firstly, optimize the column transformation and unify the computation process of encryption
and decryption base on the orthogonal of coefficient. Then to simplify the wheel transformation process, and
apply optimized coefficient of column transformation in it to simplifying the process of wheel transformation.
Finally, this paper algorithm compare with AES and S-AES shows that this algorithm reduce the cost of algo-
rithm without reduce security. improved the efficiency of the algorithm.
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