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An improved RFID mutual authentication protocol

WANG Yan, LI Yongzhen”
( Network and Information Security Lab. , Dept. of Com puter Application Technology ,
College of Engineering , Yanbian University, Yanji 133002, China )

Abstract; Most of the existing authentication protocols are based on the assumption that the communication
between the reader and the background database is safe. Through the analysis of the existing protocols and the
development trend of RFID, we cancel this assumption and propose a new improved mutual authentication pro-
tocol. It uses the XOR operation and Hash algorithm to encrypt the messages. Through updating the ID of the
tag automatically and sharing the keys, it resists the replay attack, counterfeit attack, internal system attack

and so on. The performance analysis shows that this protocol can resist all kinds of attacks and guarantee the

security and correctness of the communication on the basis of low cost.
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